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Abstract.  As par t  of its  defense of t he  Child Online Protection  Act, which seeks  to  
p revent  minors  from  viewing com mercially p ublished  har mful - to - minors  m a terial 
on  the  World Wide Web, t he  U.S. Depar t men t  of Jus tice com missioned  a s tu dy of t he  
p revalence of � adult�  m a te rials and  the  effectiveness  of Internet  conten t  filters  in 
blocking the m.  As of 2005 - 6, abou t  1.1% of webpages  indexed  by Google and  MSN 
were adult - - h un dreds  of millions  of pages.  About  6% of a  se t  of 1.3 billion searches  
executed  on  AOL, MSN and  Yahoo! in su m mer  2005 re t rieve a t  leas t  one  adult  
webpage a mong the  firs t  ten  res ul ts, and  abou t  1.7% of t he  firs t  t he  resul ts  are adult  
webpages.  These es timates  are  based  on  sim ple rando m  sa m ples  of webpages  
indexed  by search  engines  an d  a  s t ra tified  rando m  sa m ple of searches.  Webpages  
with  sexually explicit con tent  intended  for  adult  en ter tain ment  (i.e., no t  in an  
educational, m e dical or  ar tis tic con text) were u sed  to  tes t  a  variety of Internet  
con ten t  filters  for u n derblocking - - failing to  block webpages  t ha t  t hey are intended  
to  block.  A rando m  sa m ple of � clean�  webpages  with  no  sexual con ten t  or  reference 
to  sex was u sed  to  tes t  t he  filters  for  overblocking - - blocking webpages  t hey are not  
intended  to  block.  Webpages  re t rieved by the  m os t  po p ular  searches  according to  
Wordt racker  were also categorized  an d  u sed  to  tes t  filters.  Generally, filters  with  
lower ra tes  of u n derblocking had  higher  ra tes  of overblocking.  If the  filter  m os t  
effective a t  blocking adult  m a terials  were applied  to  search  indexes, typical query 
resul ts  or  t he  resul ts  of pop ular  queries, t he  n u m ber  of clean  pages  blocked  in er ror  
would  exceed  the  n u m ber  of adult  pages  blocked  correctly.
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Introduction.  The Child Online Protection  Act (COPA) was enacted  by Congress  in 
1998. It has  yet to  be enforced.  COPA provides, � Whoever knowingly and  with 
knowledge of t he  character  of t he  m a terial, in inters ta te  or  foreign com merce by 
means  of t he  World Wide Web, m akes  any com m u nication  for  com mercial p u r poses  
t ha t  is available to  any minor  and  tha t  includes  any m a terial t ha t  is har mful to  
minors  shall be fined  not  m ore  t han  $50,000, imprisoned  no t  m ore  t han  6  m o n t hs, 
or  both.�   COPA does  no t  res t rict  m a terial with  literary, ar tis tic or  educational value 
for  minors, and  the  s ta tu te  contains  exe m ptions  for  Interne t  Service Providers  (ISPs) 
an d  search  engine com panies.  The law allows an  affirmative defense: if t he  
p ublisher  u ses  an  � age screen�  to  keep  minors  away fro m  the  m a terial, he  is no t 
liable.  (Requiring u sers  to  p rovide a  valid credit  card  n u m ber  suffices.)

COPA is t he  second  law congress  passed  to  p ro tect  children  on  the  Internet.  The 
firs t  was  t he  Com m u nications  Decency Act of 1996, which the  Supre me Cour t  found  
u ncons ti tu tional, in pa r t  because  it was  overly broad.  COPA has  nar rower scope.  It 
focuses  on  the  World Wide Web ra ther  t han  all interactive com p u ter  com m u nication, 
an d  it only res t ricts  com mercial p ublishers.

The ACLU an d  o ther  plain tiffs  challenged  COPA on  cons ti tu tional groun ds.  Among 
o ther  t hings, plain tiffs  argued  tha t  Internet  content  filtering is a  less  res t ric tive 
means  of achieving the  govern ment ' s  (legitimate) goal of p ro tecting minors.  The 
govern ment  was  enjoined  fro m  enforcing the  law.  The Depar t men t  of Jus tice 
appealed  the  injunction.  The m a t ter  went  to  t he  Supre me Cour t  twice.  The Supre me  
Cour t  u p held  t he  injunction  pen ding adjudication  of t he  cons ti tu tionality of t he  law. 
Citing the  rapid  pace of change of technology an d  the  web an d  � a serious  gap  in t he 
evidence as  to  t he  filtering sof tware's  effectiveness,�  t he  Supre me Cour t  re ma n ded 
the  case to  t he  lower cour t  in 2004 so  t ha t  the  par ties could  � update and  s u p ple ment 
t he  factual record  to  reflect cur rent  technology.�  Ashcroft  v. ACLU, 542  U.S. (2004) a t  
670 - 3.

Studies have recom men de d  Internet  content  filters  as  one  of m a ny tools to  help  
p ro tect  children.  Telage et  al. (2000); Thornburgh  and  Lin (2002).  Previous  em pirical 
s t u dies  of t he  effectiveness  of Internet  content  filters  a t  blocking objectionable 
m a terial on  the  World Wide Web relied on  s mall sa m ples  of convenience, ra ther  t han  
rando m  sa m ples  from  so me larger u niverse of webpages  (e.g., eTes ting (2001, 2002); 
Greenfield et  al. (2001)).  As a  consequence, t heir  findings  cannot  be ext rapolated  
reliably beyond  the  sa m ples  t hey tes ted.1  Moreover, t he  indepen den t  tes t s  of filters  
t ha t  were no t  several years  s t ale were cons u mer  reviews, no t  scientific s tu dies  (e.g., 
Munro  (2004); Consu mers  Union (2005)).

To fill t he  gap  in t he  evidence regarding filtering sof tware, t he  Depar t men t  of Jus tice 
com missioned  a s t u dy of t he  perfor mance of filters.  Whether  � adult�  webpages  were 
hos ted  in t he  U.S. or  abroad  was also of interes t, as  was  whether  foreign - hos ted  
com mercial p roviders  of pornograp hy ha d  com mercial ties  to  t he  U.S., since t hese  
affect  m e thods  of enforce ment.  I was  involved in t he  design  of t he  s tu dy and  the  

1 See, e.g., Cochran  (2002) a t  10; Diamon d  (2000) a t  242 - 244; Kish (1965) a t  19.
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da ta  collection  and  analysis, and  tes tified  abou t  t he  s tu dy a t  t rial.  This paper  
p resent s  t he  resul ts  of t he  s t u dy and  so me technical de tails.

The case was t ried  on  its  meri ts  on  23  October - 20  November  2006 in t he  Eastern  
District  of Pennsylvania by Senior Judge Lowell A. Reed, Jr.  Judge Reed issued  a  
per manen t  injunction  in a  decision  announced  on  22  March 2007.  Among the  
reasons  for  his  decision, Judge Reed listed  � defendan t  has  failed  to  m eet  his  bur den 
of showing tha t  COPA is t he  leas t  res t ric tive, m os t  effective alternative in achieving 
the  com pelling interes t.�  ACLU v. Gonzales, 478  F. Supp. 2d  (E.D. Pa. 2007)
a t  777 - 8.  The Depar t men t  of Jus tice has  ap pealed  this  decision.

How effective are  Internet  con tent  filters  at  blocking adult  m a terials  on  the  World 
Wide Web?2  Internet  conten t  filters  m ake two kinds  of errors.  Blocking a  page tha t  
s hould  no t  be  blocked  is called � overblocking.�   Failing to  block a  page tha t  s hould 
be blocked  is called  � underblocking.�3  Measuring u n derblocking and  overblocking 
separa tely is impor tan t  to  u n ders tan ding how well filters  work.  Single - n u m ber  
s u m maries  of accuracy (� the filter  is 99.9% accura te� ) are virtually meaningless.  A 
filter  t ha t  does  not hing a t  all has  99.9% accuracy on  a  tes t  se t  t ha t  contains  1,000  
webpages  of which 999 s hould  no t  be  blocked.  But it misses  100% of t he  pages  t ha t  
s hould  be blocked.  

Errors  are  m ore  likely for  so me pages  t han  for  o ther s: overblocking an d  
u n derblocking ra tes  depend  on  the  webpages  u sed  for  tes ting.  What  is a  reasonable 
se t  of webpages  for  tes ting filters?  For t he  p ur pose  of p ro tecting children, it would  
help  to  know what  webpages  children  a t te m p t  to  view.  In p rinciple one  could  
m o nitor  the  web browsing behavior of a  large ran do m  sa m ple of children  in various  
age groups  to  see wha t  webpages  t hey come across, an d  then  tes t  filters  on  those  
pages.  To the  bes t  of my knowledge, such  da ta  do  no t  exist  an d  would  be extre mely 
expensive - - if no t  impossible - - to  collect.4

2 Internet  conten t  filters  m ay also res t rict  access  to  other  conten t  an d  services  on  the  Internet - - t he  
focus  he re  is on  browsing the  World Wide Web, t he  scope of COPA.  One sho uld  be skep tical of 
m a n ufacturer s'  claims  abou t  t he  perfor ma nce of Internet  conten t  filters: � Filter  vendors  so metimes 
p rovide es tima tes  of overblock an d  u n derblock ra tes, bu t  withou t  knowing the  me tho dology 
u n derlying these es timates, t he  cautious  u ser  m u s t  be concerned  tha t  t he  met ho dology is selected  
to  minimize  t hese ra tes.�   Thor nb urgh  an d  Lin (2002) a t  277.

3 Plaintiffs  an d  their exper ts  argue d  tha t  only u n derblocking m a t ters.  Whatever  m erit  t his  might  
have as  a  legal argu me nt, it m akes  lit tle sense  scien tifically.  If all t ha t  m a t ters  is u n derblocking, 
one can  sim ply tu r n  off t he com p uter.  No objectionable m a terial will be displayed: t he  
u n derblocking ra te is ze ro.  But t he  overblocking is d raconian.

4 The govern men t  obtained  da ta  fro m  a co m pa ny tha t  s tu dies  individual web browsing behavior, bu t  
t he  quality of t he  data  was  poor  an d  the  sa m ple size was s mall.  The tes t  se t s  u se d  in t he  p resent  
s tu dy a t te m pt  to  � bracket�  t he  collection  of webpages minors  are likely to  encoun ter.  They contain 
t he  webpages minors  are m os t  likely to  encoun ter  frequen tly, al though  possibly in differen t  
p ropor tions.  There would  nee d  to  be  so mething q uite  peculiar  about  t he  mix of webpages minors  
encoun ter  for  filters  to  perfor m  well on  tha t  mix bu t  poorly on  the  tes t  se t s.  Regardless, t he  tes t  
se t s  in t his  s t u dy p rovide co m plemen tary slices  t hrough  the  indexed  por tion  of t he  World Wide 
Web, reasonable se t s  on  which to  tes t  filters.
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Individuals' experience of t he  World Wide Web is largely me dia ted  by search  engines: 
according to  Word tracker  repor t s, � google�  an d  � yahoo�  are  a mong the  m os t 
com m on  search  queries.  That  means  people even u se  search  engines  to  find  search  
engines  by na me, ins tead  of typing the  ad dress  of t he  search  engine into  t he  
browser.

When a search  engine receives a  query, it re t rieves resul ts  fro m  a catalog of 
webpages  called  an  index .  Each search  engine has  its  own index, an d  the  m ajor  
search  p roviders  ad d  an d  re move webpages  fro m  their indexes  regularly to  keep  
the m  u p - to - da te.  They also record  the  queries  t ha t  t hey receive.5  Search  p roviders  
dedicate  s taggering a mou nt s  of resources  to  crea ting and  m aintaining their  indexes, 
including figuring ou t  which webpages  u sers  want  to  see.  Only a  fraction  of t he  
World Wide Web is indexed by search  engines, bu t  it is t he  m os t  accessible par t, 
com prising tens  of billions  of pages, and  it is t he  ent ry poin t  for  m os t  people.

However, jus t  because  a  webpage is in a  search  index does  no t  guaran tee t ha t  t he  
webpage will be seen  by anyone.  The webpages  re turned  when  actual queries are 
en tered  into a  search  engine are a  be t ter  measure  of what  people see, an d  how often. 
Of t hose, t he  webpages  t ha t  appear  in t he  firs t  page of resul ts  a re  t he  m os t  
frequen tly viewed.  For t he  Google, MSN and  Yahoo! search  engines, t ha t  is abou t  t he  
firs t  ten  resul ts  of a  search.

Many queries  are  rare.  The webpages  t hey re turn  might  no t  be viewed  by m a ny 
u sers.  In cont ras t, t he  firs t  ten  webpages  re turned  by ext re mely pop ular  queries  give 
a  t hird  tes t  se t: webpages  m a ny u sers  see.  One would  expect  filters  to  perfor m  best  
for  t his  se t, because overblocking or  u n derblocking those  webpages  would  quickly 
genera te  a  large n u mber  of cus to mer  com plain t s.

These t h ree se t s  of webpages - - those indexed by search  engines, t he  firs t  ten  resul ts  
of searches, an d  the  firs t  ten  resul ts  of t he  m os t  po pular  searches - - are different  
slices t h rough  the  World Wide Web.  They p rovide com plementary universes  on  
which to  tes t  Internet  content  filters.  If filters  pe rfor med  well on  any of t he m, one  
might  wonder  whether  filters  perfor m  well on  the  par ticular  mix of webpages  
children  ten d  to  encoun ter.  We s hall see t ha t  filters  do  not  perfor m  very well on  any 
of t hese se ts, and  hence not  on  mixtu res  of t he  t h ree.  As a  result, it is highly 
implausible t ha t  filters  p ro tect  minors  effectively.

Data.  The s tu dy u sed  da ta  fro m  2005 an d  2006.  Through  s ubpoena, t he  
govern ment  obtained  a  ran do m  sa m ple of 50,000 webpages  fro m  the  Google search  
index and  a rando m  sa m ple of 1  million  webpages  fro m  the  MSN search  index.6  I 

5 The queries  can  include  so me infor mation  tha t  could  identify t he  user, such  as  t he  user 's  IP 
ad dress  and  � cookies.�   Differen t  search  p roviders  retain  differen t  pieces  of infor mation  for 
differen t  periods  of time.  The Depar t me n t  of Jus tice reques ted  tha t  t he  search  vendors  not  
p rovide any infor mation  tha t  could  identify t he  individual who ran  the  search.

6 The MSN sa m ple was d rawn  in November 2005 and  the  Google sa m ple was  d rawn in March  2006.  I 
worked  with  Microsoft  an d  Google to  find  m u t ually accep table m ethods  to  d raw the  sa m ples  an d  I 
genera te d  the  ran do m  n u m bers  used  to  d raw the  sa m ples.  Yahoo! also p rovided  1  million  
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d rew ran do m  sub - sa m ples  of 50,000 of t he  webpages  from  the  MSN index and  
11,000 webpages  fro m  the  Google index.  

The govern ment  also obtained  a  week of search  queries fro m  AOL, MSN an d  Yahoo! 
by s ubpoena.7  There were app roximately 1.3 billion searches  in all.  Google, Yahoo!, 
MSN an d  AOL have the  bulk of t he  search  m arket, although  AOL does  no t  have its  
own search  engine.8   I d rew a s t ra tified  rando m  sa m ple of t he  queries com prising 
7,541 queries  with  to tal weight  15,461.  

The ran do m  sa m ples  of webpages  an d  queries were sent  to  CRA Interna tional, along 
with  a  lis t  of  685 of t he  m os t  po p ular  searches  from  12 November  2005 through  20  
February 2006, according to  Wordt racker.9   A tea m  at  CRA Interna tional led by Paul 
Mewett  a t te m p ted  to  view and  classify 39,999 rando m  webpages  fro m  the  MSN 
index, 11,000 rando m  webpages  fro m  the  Google index, t he  firs t  ten  resul ts  of each  
of t he  ran do mly selected  searches  and  the  firs t  ten  resul ts  of t he  685 Wordtracker  
searches.10  

The classification  sche me was n ua nced  so  t ha t  alternative definitions  of � har mful to 
minors�  could  be ap plied.  For t he  p resen t  pa per, only two categories m a t ter: 
ca tegory 1a  (� clean� ) and  category 5f (� adult� ).  Category 1a  webpages  con tain no 
reference to  sex an d  no  n u dity.  Category 5f webpages  are  � adult  en ter tain ment.� 
The two categories are  disjoin t  bu t  no t  exhaus tive.  For exam ple, a  webpage tha t  
s hows genitalia in an  ar tis tic or  educational con text  would  be in so me other  
ca tegory.11  In all, CRA Interna tional a t te m p te d  to  categorize 68,150 webpages.  Of 
t hose, 5,045 were no  longer  working.  Of t he  63,105 webpages  t ha t  were working at  
t he  time of te s ting, 60,833 were category 1a  and  1,382 were ca tegory 5f.  The 

webpages  fro m  its  index, bu t  t hose  da ta  were not  reliable enough  to  use: two do m ains - -
www.cracks.me.uk an d  the  anes thesiology de par t me n t  a t  t he  Universi ty of Washington - -
co m prised  abou t  5% of t he  Yahoo! sa m ple.  At t he  time, www.cracks.me.uk ha d  a sexually explicit 
ban ner  a d. (A do main is t he  � roo t�  of a  web a d dress.  For exa m ple, s ta tis tics.berkeley.edu  is a 
do main; s ta tis tics.berkeley.edu / ~ s t a rk / in dex.ht ml is one  of t he  pages  in t ha t  do main.)

7 See footnote 5.  The queries  were fro m  2005: AOL fro m  22 - 28  July, MSN fro m  17 - 23  July, an d  
Yahoo! fro m  18 - 24  Augus t.  The AOL an d  MSN queries  ha d  weights, which ap pear  to  be t he  
n u m ber  of times  each query was ru n  each  day.  Protective orders  p revent  me  fro m  listing the  
n u m ber  of queries  each  search  p rovider  p rod uce d.  Proble ms  deco m p ressing the  AOL da ta  resul te d  
in t he  exclusion  of 0.6% of t he  searches; t hose  da ta  could  no t  change the  es tima tes  m aterially.  To 
p ro tect  t he  da ta  p roviders, se para te  es timates  for  the  t h ree p roviders  were no t  repor te d.  The 
govern men t  issued  a sub poena to  Google for  q ueries, bu t  Google refuse d.  The issue was litigated; 
Google was com pelled  to  p rovide a  ran do m  sa m ple of URLs fro m  its  index, bu t  no  search  q ueries. 
Gonzales v. Google, no. CV 06 - 8006MISC JW (N.D. Ca., San Jose Div.)

8 It is my u n ders tan ding tha t  a t  t he  time, Google p rocessed  searches  for  AOL, an d  tha t  t he  sa me  
query executed  direc tly on  Google or  t h rough AOL pro d uced  very similar  results.

9 Wordt racker  m arkets  lists  of t he  m os t  po p ular  search  ter ms, collected  fro m  Dogpile.com  an d  
MetaCrawler, � meta  search�  services  t ha t  sen d  users '  q ueries to  a  variety of search  engines - -
including MSN, Yahoo!, Google an d  Ask.co m.

10 MSN queries  were ru n  on  the  MSN search  engine, Yahoo! queries  on  the  Yahoo! search  engine, AOL 
queries  on  the  Google search  engine, an d  Wordt racker  q ueries on  Metacrawler.  If a  query re t rieved  
fewer t ha n  ten  results, all resul ts  were u se d.

11 COPA does  not  res t rict  such  m a terials.

5/ 16



re maining 890 were in o ther  categories.

CRA Interna tional de ter mined  the  coun t ry in which each ad ult  webpage was hos ted. 
For foreign adult  webpages  t ha t  did  no t  require payment, CRA International looked  
for  com mercial ties  to  t he  U.S., such  as  adver tise ment s  or  links  to  com mercial 
websites  hos ted  in t he  U.S.  Finally, CRA Interna tional te s ted  whether  a  variety of 
Internet  conten t  filters  blocked  each  of t he  t he  adul t  webpages  and  a  rando m  sa m ple 
of t he  clean  webpages.12  CRA Interna tional te s ted  15  combina tions  of filters  and  
filter  se t tings.  The tes t s, run  in s p ring and  s u m mer  2006, u sed  the  (then) lates t  
version  of each  filter, with  all u p da tes.  The se t tings  were either  t he  defaul ts, se t tings  
intended  for  teenagers, or  t he  se t tings  t he  m a n ufacturers'  ins t ructions  indica ted  
were tailored  m os t  nar rowly to  to  block pornography.  Some of t he  filters  were 
clien t - side p rogra ms; t h ree (AOL, MSN an d  Verizon) were services p rovided  by ISPs.

CRA Interna tional sent  m e  a da tabase t ha t  classified  webpages  by con tent.  The 
da tabase showed  which webpages  were u sed  to  tes t  each  filter  an d  whether  t hose  
webpages  were blocked.  It also gave the  coun t ry of origin of t he  category 5f  
webpages, and, for  foreign � free'�  ad ult  webpages, whether  t he  page ha d  com mercial 
ties  to  the  U.S.  That  da tabase is t he  basis  of all t he  es timates  in t his  pa per.13

Throughou t  t his  pa per, � adult�  means  m a te rial CRA Interna tional would  p u t  in 
ca tegory 5f, an d  � clean�  means  m a terial CRA Interna tional would  p u t  in category 1a. 
A webpage is � do mes tic�  if CRA International would  iden tify its  hos t  coun t ry to  be 
t he  U.S.  A foreign ad ult  webpage has  com mercial ties  to  t he  U.S. if CRA Interna tional 
would  say it does.

Results.  The res ul ts  are p resen ted  in tables  1  t hrough  9.  Table 1  lis t s  the  sizes  of  
t he  po p ulations  an d  sa m ples  in t he  s tu dy.  Table 2  gives es timates  of t he  percen tage 
of adult  (category 5f) and  clean  (category 1a) webpages  in t he  u niverses  of s tu dy. 
Table 3  gives conservative lower 95% confidence boun ds  on  the  percentage of adult  
webpages  in t he  Google and  MSN search  indexes, and  the  percentage of webpages  in 
t hose  indexes t ha t  a re  adult  webpages  hos ted  in t he  U.S.  Table 4  gives es timates  of  
overblocking and  u n derblocking of webpages  in t he  Google an d  MSN search  indexes. 
Table 5  gives lower 95% confidence limits  for  t he  en t ries  in table 4.  Table 6  gives  
es timates  of t he  percen tage of adult  webpages  in search  engine indexes t ha t  filters  
do  no t  block tha t  a re  hos ted  in t he  U.S.

Table 7  gives es timates  of overblocking an d  u n derblocking for  AOL, MSN an d  Yahoo! 
searches, by resul t  and  by search, and  lower confidence limits  on  the  percentage of  
searches  t ha t  re tu rn  a t  leas t  one  adult  webpage tha t  is no t  blocked.  Table 8  repor t s  
u n derblocking and  es timated  overblocking for  Wordt racker  searches, by resul t  and  
by search.  Finally, table 9  gives es timates  of t he  percentage of no minally free adult  

12 They se nt  me  a list  of all category 1a  webpages; I d rew ran do m  sa m ples  an d  sen t  t he m  back to  
CRA International.

13 I checked  the  internal consis tency of t he  da ta, bu t  beyon d  tha t, I did  not  verify t he  work CRA 
International perfor me d.
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webpages  hos ted  abroad  tha t  have com mercial ties  to  t he  U.S.

Technical details.  The es timates  of t he  p revalence of adult  webpages  and  of t he  
ra tes  a t  which filters  fail to  block adult  webpages  an d  block clean  webpages  have 
downward  biases.  For exa m ple, searches  t ha t  did  no t  ret rieve any working webpages  
were included  in t he  deno mina tor  of es timates  of t he  p revalence of adul t  m a terial. 
Category 5f is very res t ric tive: t here m u s t  be sexual con ten t  t ha t  is clearly adult  
en ter tain men t, and  tha t  conten t  m u s t  be visible withou t  clicking anything, no t  even  
the  � play�  bu t ton  of a  video.  Category 1a  is also quite res t rictive: t here can  be no 
n u dity or  sexual conten t  whatsoever, no t  even in a  m e dical, educational or  ar tis tic 
con text.  Those res t rictions  m ake it easier  for  filters  to  classify t he  webpages  
correctly.  And m o n t hs  passed  between  collecting the  webpages  and  tes ting the  
filters, giving time for  t he  filter  com panies  to  learn  to  classify t he  pages  correctly.14

The Wordtracker queries are  a  po p ulation: t he  meas ured  p revalence of ad ult  
m a terials an d  the  overblocking and  u n derblocking ra tes  for  Wordt racker  search  
resul ts  are essentially para meters  ra ther  t han  es timates.15  In contras t, t he  sa m ples  
of webpages  fro m  the  Google an d  MSN search  indexes  an d  the  sa m ples  of queries  
fro m  AOL, MSN and  Yahoo! are  ran do m  sa m ples  fro m  the  corres pon ding 
po p ulations.  I u sed  sa m ple percen tages  to  es timate  t he  percentage of adul t  
webpages  in t he  Google and  MSN indexes, t he  percen tage of adult  webpages  t ha t  
originate  in t he  United  States, and  overblocking and  u n derblocking ra tes  for  
webpages.  The sa m ple percen tages  are  u nbiased.

Because t he  sa m pling fractions  are minu te, t he  n u m ber  of items  in t he  sa m ple with  a  
given p ro per ty has  essen tially a  bino mial dis t ribution.  (The exact  dis t ribution  is 
hypergeo met ric.)  The bino mial ap proximation  yields  conservative confidence limits. 
I u sed  the  bino mial dis t ribu tion  to  find  the  lower 95% confidence limits  in tables  3, 5  
an d  7.16

I used  weighted  sa m ple percentages  to  es timate  t he  percentage of AOL, MSN and  
Yahoo! searches  t ha t  ha d  various  p ro per ties.  There were two se t s  of weights.  AOL 
an d  MSN each p rovided  weights  t ha t  were apparen tly t he  daily frequencies of each  
query.  Those  weights  were u sed  to  m ake es timates  for  t he  two vendors'  searches. 
The overall es timates  for  t he  pop ula tion  of 1.3 billion  searches  were a  weighted  
average of es timates  for  the  vendors  separa tely.  The weights  in t he  average were t he  
fractions  of searches  t he  vendors  con tributed  to  t he  to tal pool.  The resul ting 
weighted  sa m ple percentages  are ra tio es timators, which m ay be biased, al though  I 

14 See footnotes  6  an d  7.  Filters  were tes ted  in s pring an d  s u m mer  2006.
15 Overblocking was es timated  fro m  a ran do m  sa m ple of search  results, to  save labor.  A q uery run  

on  a single search  engine a t  two differen t  times  does  not  necessarily re t rieve iden tical resul ts; t his 
could  contribu te  a  s mall a mou n t  of  variability to  the  blocking ra tes.

16 The para meter  n  in t he  bino mial dis t ribu tion  is equal to  t he  sa m ple size and  the  para meter  p  is 
equal to  t he  p ro por tion  of ite ms  in t he  parent  po p ulation  tha t  have the  p ro per ty.  The lower 
confidence limit  is t he  s malles t  po p ula tion  p ropor tion  p  such  tha t  t he  chance of observing a 
sa m ple p ro por tion  at  least  as  large as  was observed  is a t  least  5%.  See, e.g., Lehman n  an d  Roma no 
(2005).  The confidence limits  are conditional on  the  n u m ber  of working URLs in each  sa m ple.
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expect  t he  bias  to  be s mall.17

The exact  p robability dis t ribution  of t he  weighted  sa m ple percentage is not  
com p u table in t his  p roblem.  To have conservative (rather  t han  ap proximate) lower 
confidence boun ds  required  basing the  boun ds  on  so mething o ther  t han  weighted  
sa m ple percentages.  The Wordt racker, AOL an d  MSN query da ta  s how that  searches  
t ha t  re t rieve adul t  webpages  have higher  t han  average weight.  Therefore, t rea ting 
every query fro m  a given search  p rovider  as  having the  sa me weight  biases  es timates  
of t he  p revalence of adult  m aterials downwards.  For each  vendor, a  conservative 
lower confidence boun d  based  on  the  sa m ple percentage withou t  weights  would  
t herefore be lower than  a  boun d  tha t  u sed  the  weights.  I inver ted  bino mial tes t s  to  
find  lower confidence limits  (at level (0.95)1 / 3) for  each  se t  of searches, t hen  for med  a 
weighted  average of t hose confidence limits  u sing as  weights  t he  fractions  of 
searches  t he  vendors  cont ributed  to  t he  pool.  Since t he  sa m ples  are independen t, 
combining the  confidence boun ds  t his  way is conservative: t he  overall confidence 
level is higher  t han  95%.

Conclusions.  This s tu dy repor t s  on  webpages  d rawn fro m  the  Google and  MSN 
indexes, AOL, MSN and  Yahoo! search  resul ts  and  resul ts  of 685 of t he  m os t  po p ular  
searches, according to  Wordt racker.  Data are  fro m  2005 an d  2006.  Fifteen  
combinations  of Internet  con tent  filters  and  filter  se t tings  were tes ted  on  those  
webpages  in 2006.

About  1.1% of t he  webpages  in t he  MSN an d  Google search  indexes are � adult 
en ter tain men t�  (CRA Interna tional category 5f).  Since t he  indexed por tion  of t he  web 
con tains  tens  of billions  of pages, t ha t  a mou nt s  to  hu n dreds  of millions  of adult  
webpages.  About  1.7% of AOL, MSN and  Yahoo! search  resul ts  were adult, as  were 
abou t  14% of t he  res ul ts  of t he  Wordt racker  searches.  A subs tan tial percentage of  
adult  webpages  are  hos ted  in t he  U.S.: abou t  44% of t hose  in t he  Google index, 56% of 
t hose  in t he  MSN index, 88% of t hose  in t he  sa m ple of search  res ul ts, and  87% of 
t hose  in t he  Wordtracker  search  results.  Abou t  6% of AOL, MSN and  Yahoo! searches  
an d  37% of t he  Wordtracker  searches  ret rieve at  leas t  one adult  webpage a mong the  
firs t  ten  resul ts.

Filters  vary widely in t heir  perfor ma nce, and  there is a  t radeoff be tween  failing to  
block adult  m aterials (� underblocking� ) an d  erroneously blocking clean  m a terials 
(� overblocking� ).  Filters  t ha t  block a  large percen tage of adult  webpages  also block a 
sizable percentage of clean  webpages  in er ror.  For exam ple, t he  m os t  res t rictive 
filter  blocked  abou t  91% of t he  adult  webpages  in t he  Google an d  MSN search  
indexes  bu t  also blocked  abou t  23-24% of t he  clean  webpages  in t he  indexes.  On 

17 For exa m ple, for  each  vendor, t he  es tima te d  percentage of queries  t ha t  re tur n  a t  least  one  a dul t  
webpage was es tima te d  as  (total weight  of q ueries in t he  sa m ple t ha t  retur n  at  least  one  a dul t  
webpage) /(total weight  of queries in t he  sa m ple)x100%.  Both t he  n u merator  an d  deno minator  are 
ran do m.  The expected  value of a  ratio is no t  generally equal to  t he  ra tio of t he  expected  values, 
which  int rod uces  a  bias  of order  1 / n , where n  is t he  sa m ple size. The variance is of or der  1 / n ½, so  
for  large sa m ples  t he  variance do mina tes  t he  bias.  See, e.g., Cochran  (2002) a t  160‒162; Kish 
(1965) a t  186.
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average, if t ha t  filter  were applied  to  every webpage in t he  Google search  index, t he  
filter  would  erroneously block abou t  22.1 clean  webpages  for  each ad ult  page it 
blocks  correctly.18  For t he  MSN search  index, it would  block abou t  23.1 clean  
webpages  er roneously for  each  adul t  webpage it blocked  correctly.  Less res t rictive 
filters  blocked  as  lit tle as  40% of t he  adul t  webpages  in t he  indexes.  Those filters  
blocked  fewer clean  pages  in error.

The perfor mance of filters  on  search  resul ts  is qualita tively similar.  The m os t  
res t rictive filter  blocked  abou t  94% of t he  adult  webpages  a mong search  resul ts, bu t  
erroneously blocked  abou t  13% of clean  search  results.  On average, it would  block 
abou t  7.6 clean  search  resul ts  in er ror  for every adult  search  result  it blocks  
correctly.  For t he  m os t  po p ular  searches, t he  m os t  res t rictive filter  blocks  over  98% 
of adult  resul ts, bu t  also blocked  nearly 20% of clean  resul ts.  On average, t he  filter  
would  block abou t  1.1 clean  resul ts  of po p ular  searches  erroneously for  each  adult  
resul t  it blocks  correctly.

These figures  have biases  in favor of filters: u n derblocking was m eas ured  u sing 
webpages  t ha t  were u na m biguously � adult  en ter tain ment�  pages; overblocking was 
meas ured  using webpages  t ha t  ha d  no  nu dity or  sexual reference whatsoever; and  a  
time lag of m o n t hs  between  collecting the  webpages  and  tes ting the  filters  gave 
filters  an  advan tage.

The a mou nt  of adult  m a terial on  the  World Wide Web is vas t: h u n dreds  of millions  of 
webpages  in t he  indexed  web alone.  Filters  can  reduce the  a moun t  of adult  m a terial 
children  come in contac t  with, bu t  t hey are far  fro m  perfect:  millions  of adul t  
webpages  slip  t h rough  even the  m os t  res t rictive filters, an d  the  filters  block an  even  
larger  n u m ber  of webpages  t hey should  not. 
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Google 
index

MSN 
index

AOL, MSN 
and  Yahoo! 

searches

Wordtracker  
searches

Webpages  in sa m ple 11,100 39,999 22,405 206 million

Working webpages  in 
sa m ple 

10,009 36,557 21,870 195 million

searches  in po pulation 1.3 billion 20.6 million

searches  in sa m ple 2,345 20.6 million

Table 1.  Sizes  of po p ula tions  an d  sa m ples  in t he  s tu dy.  Numbers  for  searches  are 
weighted  by the  frequency of t he  searches.

Source Google 
Index

MSN Index AOL, MSN and  
Yahoo! 

searches

Wordt racker  
searches

adult  webpages 1.1% 1.1% 1.7% 14.1%

do mestic adult  webpages 44.2% 56.7% 88.4% 87.4%

searches  with  adult  resul ts 6.0% 37.1%

searches  with  do mes tic adult  
resul ts

5.7% 37.0%

clean  webpages 98.1% 98.3% 97.5% 76.5%

Table 2.  Estimated  p revalence of � adult�  (category 5f) and  � clean�  (category 1a) 
webpages.  Colu m n  2: es timates  for t he  Google search  index.  Colu m n  3: es timates  
for  t he  MSN search  index.  Colu m n  4: es timates  for  t he  firs t  ten  resul ts  of searches  
on  AOL, MSN and  Yahoo!.  Colu m n  5: Estimates  for  t he  firs t  ten  res ul ts  of 
Wordt racker's  m os t  po p ular  searches.  The firs t  row is t he  es timated  percentage of  
webpages  t ha t  a re  adult.  The second  row is, of  t he  adult  webpages, t he  es timated  
percentage tha t  a re  do mes tic.  The third  row is t he  es timated  percen tage of searches  
t ha t  re turn  a t  leas t  one adult  webpage a mong the  firs t  ten  results.  The four th  row is 
t he  es timated  percen tage of searches  t ha t  retu rn  a t  leas t  one  do mes tic adult  
webpage a mong the  firs t  ten  res ul ts.  Estimates  for  t he  Google an d  MSN indexes and  
the  AOL, MSN an d  Yahoo! searches  are based  on  ran do m  sa m ples.  Figures  for  
Wordt racker  are  based  on  685 of t he  m os t  po p ular  searches  for 12  November 2005 
th rough  20  February 2006.
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Google index MSN index AOL, MSN an d  
Yahoo! 

searches

ad ult 1.0% 1.0% 2.5%

do mes tic ad ult 0.4% 0.5% 2.2%

Table 3.  Conservative 95% lower confidence limits  for  t he  p revalence of 
� adult�  (category 5f) webpages.  The second  and  third  colum ns  are lower confidence 
limits  for  t he  percentage of adult  webpages  and  of do mes tic adul t  webpages  a mong 
all webpages  in t he  Google and  MSN indexes.  The four th  colu m n  gives lower  
confidence limits  for  t he  percentage of t he  AOL, MSN an d  Yahoo! searches  t ha t  
re tu rn  a t  leas t  one  adul t  webpage, an d  for t he  percen tage of AOL, MSN and  Yahoo! 
searches  t ha t  re tu rn  a t  leas t  one  do mes tic adult  webpage.

Filter Underblocking Overblocking 

Google MSN Google MSN

AOL Mature  Teen 8.9% 8.6% 22.6% 23.6%

MSN Pornograp hy 16.8% 18.7% 19.6% 10.3%

MSN Teen 17.7% 20.5% 21.9% 18.9%

ContentProtect  
Default

38.3% 45.4% 2.8% 3.0%

ContentProtect  
Custo m

28.3% 46.7% 1.4% 0.7%

CyberPatrol 
Custo m

31.0% 33.5% 1.4% 0.9%

CyberSit ter  Default 12.7% 16.5% 3.6% 4.1%

CyberSit ter  Custo m 12.4% 18.9% 4.0% 3.7%

McAfee Young Teen 16.1% 26.0% 12.4% 13.2%

Net Nanny Level 2 44.0% 46.1% 3.3% 2.2%

Norton  Default 60.2% 54.9% 1.4% 0.7%

Norton  Custo m 58.4% 54.2% 0.9% 0.4%

Verizon 41.8% 40.3% 9.4% 5.7%

8e6 18.3% 23.0% 9.4% 7.5%

SafeEyes 16.2% 15.2% 3.3% 3.2%

Table 4.  Estimated  u n derblocking an d  overblocking of webpages  in t he  Google an d  MSN 
indexes.  Among ad ult  (category 5f) webpages, t he  percentage tha t  are not  blocked  by a  fil ter  
is t he  ra te  of u n derblocking.  Among clean  (category 1a) webpages, t he  percentage tha t  a re  
blocked  by a  filter  is t he  ra te  of overblocking.
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Filter Underblocking Overblocking

Google MSN Google MSN

AOL Mature  Teen 5.6% 6.5% 18.4% 21.0%

MSN Pornograp hy 12.1% 15.7% 15.8% 8.5%

MSN Teen 12.8% 17.4% 17.8% 16.6%

Conten tProtect  
Default

31.3% 41.3% 1.5% 2.1%

Conten tProtect  
Cus to m

22.2% 42.6% 0.6% 0.4%

CyberPatrol Custo m 24.6% 29.7% 0.6% 0.5%

CyberSit ter  Default 8.6% 13.6% 2.1% 3.1%

CyberSit ter  Custo m 8.4% 15.9% 2.4% 2.7%

McAfee Young Teen 11.4% 22.5% 9.3% 11.3%

Net Nanny Level 2 36.8% 41.9% 1.9% 1.5%

Norton  Default 52.9% 50.7% 0.6% 0.4%

Norton  Custo m 51.1% 50.1% 0.4% 0.2%

Verizon 34.7% 36.2% 6.7% 4.4%

8e6 13.1% 19.6% 6.7% 6.0%

SafeEyes 11.4% 12.3% 1.9% 2.3%

Table 5.  Conservative 95% lower  confidence limits  for  u n derblocking an d  overblocking of 
webpages  in search  indexes.  For illus t ra tion, a t  95% confidence, t he  MSN filter  a t  t he  � Teen� 
se t ting fails to  block a t  leas t  12.8% of t he  ad ult  (category 5f) webpages  in t he  Google index. 
Similarly, a t  95% confidence, t he  MSN Teen filter  blocks  a t  leas t  16.6% of t he  clean  (category 
1a) webpages  in t he  MSN index.
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Filter Estimated  Domes tic 
Underblocking

Google MSN

AOL Mature  Teen 40.0% 40.6%

MSN Pornograp hy 31.6% 42.9%

MSN Teen 40.0% 37.7%

ContentProtect  
Default

39.0% 45.8%

ContentProtect  
Custo m

40.6% 47.1%

CyberPatrol 
Custo m

48.6% 44.0%

CyberSit ter  Default 50.0% 32.8%

CyberSit ter  Custo m 57.1% 36.2%

McAfee Young Teen 44.4% 37.5%

Net Nanny Level 2 41.7% 48.1%

Norton  Default 35.3% 49.3%

Norton  Custo m 36.4% 49.7%

Verizon 37.0% 42.4%

8e6 42.1% 46.8%

SafeEyes 35.3% 40.4%

Table 6.  Domestic u n derblocking.  Of t he ad ult  (category 5f) webpages  in t he  Google an d  
MSN indexes  t ha t  fil ters  do  not  block, t he  es timated  percentage that  are  d o mes tic webpages.
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Filter Underblocking 
for results

Overblocking
for  result s

Domestic 
Underblocking

Underblocking
for searches

95% 
confidence 

limit

AOL Mature  Teen 6.2% 12.5% 57.0% 15.6% 5.3%

MSN 
Pornograp hy

21.4% 4.4% 86.1% 32.3% 20.9%

MSN Teen 20.8% 5.8% 91.9% 28.1% 18.8%

Conten tProtect  
Default

18.4% 6.4% 70.1% 46.2% 10.0%

Conten tProtect  
Cus to m

20.4% 0.0% 62.1% 42.2% 25.4%

CyberPatrol 
Cus to m

34.6% 0.4% 94.9% 65.6% 24.4%

CyberSit ter  
Default

11.2% 4.6% 33.8% 23.2% 11.2%

CyberSit ter  
Cus to m

10.0% 5.3% 44.1% 20.1% 8.1%

McAfee Young 
Teen

14.2% 20.7% 80.7% 30.9% 10.4%

Net Nanny Level 
2

28.1% 3.7% 79.4% 36.6% 20.8%

Norton  Default 42.1% 0.8% 85.3% 51.6% 49.3%

Norton  Custo m 43.4% 0.0% 85.6% 56.1% 54.3%

Verizon 23.1% 1.3% 80.9% 41.6% 31.4%

8e6 7.3% 7.5% 78.0% 23.4% 11.7%

SafeEyes 13.7% 1.9% 87.8% 29.8% 14.9%

Table 7.  Estimated  u n derblocking an d  overblocking of t he  results  of AOL, MSN an d  Yahoo! 
searches. � Underblocking for  results�  is t he  percentage of ad ult  (category 5f) search  resul ts 
t hat  are  no t  blocked. � Overblocking for result s�  is t he  percentage of clean  (category 1a) 
search  results  t ha t  are blocked. � Domestic u n derblocking�  is t he  percentage of do mes tic 
webpages  a mong ad ult  search  results  t ha t  t he  filters  d o  no t  block. � Underblocking for 
searches�  is, a mo ng searches  t ha t  re t rieve any ad ult  webpages, t he  percen tage tha t  re t rieve 
a t  leas t  one ad ult  webpage tha t  is no t  blocked.  � 95% confidence limit�  is a  conservative 
lower 95% confidence limit  for  u n derblocking for  searches.
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Filter Underblocking 
for  result s

Overblocking 
for  result s

Domestic 
Underblocking

Underblocking
for searches

AOL Mature  Teen 1.3% 19.6% 69.2% 4.3%

MSN Pornograp hy 2.7% 13.3% 86.1% 8.2%

MSN Teen 2.6% 13.7% 83.1% 8.3%

Conten tProtect  Default 7.5% 12.4% 84.1% 23.1%

Conten tProtect  Cus to m 8.1% 7.8% 84.9% 25.3%

CyberPatrol Custo m 3.9% 9.2% 86.4% 10.1%

CyberSit ter  Default 1.4% 19.9% 69.3% 5.1%

CyberSit ter  Custo m 2.9% 18.2% 84.0% 9.4%

McAfee Young Teen 2.8% 32.8% 70.7% 9.3%

Net Nanny Level 2 12.6% 9.5% 82.9% 34.4%

Norton  Default 9.9% 4.8% 79.4% 25.2%

Norton  Custo m 10.2% 2.9% 79.4% 25.9%

Verizon 4.4% 16.1% 67.9% 15.0%

8e6 3.4% 25.1% 93.0% 10.3%

SafeEyes 2.0% 16.5% 96.6% 6.4%

Table 8.  Underblocking an d  es timated  overblocking for  t he  results  of Wordtracker  searches. 
� Underblocking for results�  is t he  percentage of ad ult  (category 5f) search  results  t ha t  are 
no t  blocked. � Overblocking for results�  is t he  percen tage of clean  (category 1a) search 
results  t he  filter  blocks. � Domestic u n derblocking�  is t he  percentage of do mes tic webpages 
a mo ng the adul t  search  result s  t ha t  t he  filters  d o  not  block.  � Underblocking for searches�  is, 
a mo ng the searches  t ha t  re t rieve any adul t  webpages, t he  percentage tha t  re t rieve a t  leas t  
one ad ult  webpage tha t  is no t  blocked.  Overblocking was es timated  fro m  a ran do m  sa m ple 
of clean  search  results.  Underblocking was de ter mined  fro m  all t he  ad ult  search  results. 

Data Source � free�  adult  webpages  with 
com mercial ties  to  t he  U.S.

Google index 90.3%

MSN index 89.8%

AOL, MSN an d  Yahoo! search  
resul ts

88.2%

Wordtracker  search  resul ts 95.9%

Table 9.  Estimated  percentage of no minally free ad ul t  en ter tain ment  (category 5f) foreign  
webpages  t ha t  have com mercial ties  to  t he  United  States.
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